PEKOMEHALINUA
0 Mepax 10 MOBBILIEHUIO 3ALIUIEHHOCTH HH(OPMaLIMOHHOM HH(PACTPYKTYpPhI
obpa3soBaTebHBIX yupexkaeHuit Poccurickoi ®ejepariyiu

AHanmu3 cBefeHu# 06 yrposax 6e3oracHoCTH WHGOpPMALMW, TIPOBOAMMBIH
B YCJIOBUSIX CKI[bIBAlOLieHcss OOCTaHOBKM, YyKasblBaeT Ha yBeJWUeHWe YHC/Ia
KOMIIBIOTEPHBIX aTak U CBSI3aHHBIX C HUMH yTeuek MepCcoHabHbIX JaHHBIX.

ITpogomkaT GUKCUPOBaTLCS (akThl HOMBIIOro0 KOAUUeCTBa (UIIMHIOBBIX MHCEM,
MONBITOK BHEJPEHWs BHUPYCOB-IIHM(POBA/BIIMKOB 4Yepe3 IOUTOBbIE BIOXKeHMS, a TaKkKe
PacChUIOK 3aBejOMO JIOKHBIX CO0bIIeHui 06 akTax TeppopHr3Ma.

B ue/six TpeJoTBpaIeHusi peaju3auuu yrpo3 Ge30macHOCTH MH(POPMALMOHHOM
vH(pPAcTPYKTYphl 06pasoBaTe/lbHBIX yupexkzaeHuii Poccuiickoii ®ejiepaliii HeoOXoAHUMO
NIPUHATE JOTIOJIHUTE/IbHBIE MEePBI 3alLJUThl HH(OPMaLMH:

1. ObecrieunTh TIPUMEHEHHe CpPeJCTB aHTUBUPYCHOM 3all[UThl W AaHTHUCIIAMa,
a TaK)Ke CBoeBpeMeHHoe 0OHOBNeHHe UxX 0a3 JJaHHBIX.

2. Hacrpours B cpeJCcTBax aHTUBUPYCHOU 3allUThl, aHTHCI1aMa
(IpM HAMYKMK) IPOBEPKY BCEX TIOCTYTAIOLUAX Ha 7EKTPOHHYO [0YTY BIOKEHHUH.
3. ITporH(pOpMHUPOBATE noJ/ib30Baresie uH(pOpMaLMOHHOM CHCTEMBI

0 HeobxoaMMOoCTH Ge3omnacHoii paboThI C 37IeKTPOHHOM 10YTOH, 8 UMEHHO!

- BHMMare/IbHO MPOBEPATh aZjpec OTIpaBUTesIs, JaXKe B C/lyyae COBMaJeHUs! UMEHH
C y’Ke U3BeCTHBIM KOHTaKTOM;

- He OTKPBIBaTh MMUCHMa OT HEM3BECTHBIX a/|pecaTos;

- TPOBepSATh MUCbMA, B KOTOPBIX COZIEpPXKATCs TMPU3bIBBI K JIEMCTBUSM (Harpumep,
«OTKpOil», «TIPOYHTali», «03HAKOMBCS»), a TAKKe C TeMaMH Mpo (UHAHCHI, OaHKH,
TeoTo/IUTHYE CKYH0 0OCTaHOBKY MU YTPO3bI;

- He TIePeXO[JHUTh TO CCHUIKaM, KOTOpble COZepKarcs B 3/IeKTPOHHBIX MMUCbMaX,
0COBEHHO eC/IM OHM JIJIMHHBIE WA Ha0O0pOT, UCTIO/IB3YIOT CePBUCHI COKPAILIEHHS! CChIIOK
(bit.ly, tinyurl.com u T. 71.);

- He Ha)KUMaThb Ha CCBUIKU U3 MUChMa, eC/TH OHU 3aMeHeHbl Ha CJI0Ba;

- POBEPATh CCHUIKM, JaKe eCId TMHUCbMO TOyYeHO OT JPYyroro Io/b30BaTe/is
UHGMOPMALIMOHHOW CUCTeMBI;

- He OTKpbIBaTh BJIOKEHWs, OCODOEHHO eC/IM B HHUX COJEp)KAarcs [OKYMEHTBI
C MakpocaMH, apXMBhI C MapoJisiMu, a Takke ¢aiibi ¢ pacumpenusamu RTE, LNK, CHM,
VHD;




-He TIePeXO[MTh M0 CChIKAM M He CKauMBaTh (pailiibl, cozepKaluecs
BO BXOJSI[MX TIOYTOBBIX COOOIIEHWAX, €CJW CPeJCTBAMM AHTHBUPYCHOW 3alLUThI
B YKa3aHHBIX BJIOKEHUSX 06HApy»KeHO BPeJOHOCHOe TPOrpaMMHOe obecrieueHne;

- BHUMATe/IbHO OTHOCHUThCS K THMCbMaM Ha MHOCTPAHHOM sI3bIKe, C OOJBIINM
KOJTMUEeCTBOM TIo/lyuaTesieit u opdorpauuecKuMy OLIMOKaMH;

- B C/Tyuae TIOSIBJIEHHS] COMHEHUH, HarpaBs/isiTh MOJyYeHHOe MMUCbMO KaK BIOXKeHHe
aZIMUHUCTPaTOPy WHGOPMALIMOHHOW CUCTEMBI.

4. AXTHBMpPOBaTh (110 BO3MOXKHOCTH) MeXaHW3Mbl IPOBEPKH 3/IEKTPOHHOM TOUTHI,
TIPOBEPKM TIO/UTMHHOCTH JIOMeHa-OTnpaBuTesisl (HarmpuMep, WCIoab30BaTh TEXHOIOTHH
DKIM, DMARC, SPF), a Tak)Ke HaCTPOWTL [IPOBEPKY BXOAALIUX ITHMCEM
C UCTIO/Tb30BaHUEM 3TUX TEXHOJIOTUH.

5. 3a610KMpOBaTh (npu BO3MOYXHOCTH) ToJTy4yeHue T0JIb30BaTe/s
WH(pOPMaLMOHHON CHCTEMbI B 3/IEKTPOHHBIX MUCbMAax BAOXKeHUH ¢ pacuvpeHusMd ADE,
ADP, APK, APPX, APPXBUNDLE, BAT, CAB, CHM, CMD, COM, CPL, DLL, DMG,
EX, EX_, EXE, HTA, INS, ISP, ISO, JAR, JS, JSE, LIB, LNK, MDE, MSC, MSI, MSIX,
MSIXBUNDLE, MSP, MST, NSH, PIF, PS1, SCR, SCT, SHB, SYS, VB, VBE, VBS,
VHD, VXD, WSC, WSF, WSH.

6. 3a6/I0KUpOBaTh JOCTABKY IMHCEM OT 3apybOeKHBIX JJOMEHOB-OTIIPABUTEIEH.

7. ObecrnieunTh ~ pery/ispHoe  OOHOBJIEHWE  WCIIO/B3yeMOro  IMpOrpaMMHOro
ofecrieyeHus, B TOM UKC/Ie Ha CETEBBIX YCTPOMCTBaX (MaplpyTH3aTopax, KOMMYTaTopax).

8. ObecrieuunTh UCTI0/Ib30BaHHe YCTOMYMBBIX JUTUHHBIX rapoJsiei
a/IMUHUCTPATUBHBIX YUETHBIX 3alMCeH.

I1py TIOCTYIJIEHWH Ha aJPec 3/eKTPOHHOMN MOYTHI 3aBeJJlOMO JIOXKHOTO COOOLIeHUs!
06 akTe TeppopusMa HeOOX0AUMO MPUHSTE C/IeAYIOLMe MephI:

1. MocTtyrnueiiee coobujeHre 06 akTe TeppopyU3Ma He YaATh.

2. OCylleCcTBUTL KOMMPOBaHWE TeKCTa coobujeHHss 06 akre Teppopu3Ma
B BHJIe CHUMKOB 3KpaHa yCTpoiicTBa (CKpHHIIOTOB b0 dhoTon306paXkeHni, ToTyueHHbIX
riocpeicTBOM I poBo PoTodUKCcaLMN).

2.1. Ha ckpuHiorax (¢oronzobpakeHUsIK) AO/DKHA OTOOpakaTbCs CrefyroLias
uHpopmaiusi 06 obbekTe:

- Ha3BaHWe TeMbl MUCbMa (B TOM UHC/Ie eCMd IHMCbMO He HMeeT Has3BaHHS:
«<be3 TeMbI>»);

- a[pec  3/MeKTPOHHON TMMOYTBl  OTTIpaBUTeNIST TMWCbMa,  3a(UKCHPOBAHHbIN
B rpade, 0603HaueHHOU PeKBU3UTOM «OT:»;

- JlaTa ¥ BpeMsl OTIIpaBJ/ieHus ITUCbMa;
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- TEKCT MUchbMa (BK/TOYasi TIOAMHCHE K HeMy, Hampumep: «C yBaxenueMm, Mpan
WBaHOB» ), KOTOPLIA MOXET COZIep>KaThCsl HETTOCPeACTBEHHO B MUChME W/WITH BO B/IOYKEHWH
K HEMY B BH/Ie TIPUKpeTuieHHoro daina.

2.2. 3adukcupoBaTh Ha CKpuHUIOTe/(poTOM300pakeHWH HalWuMe B THCBME
BJIOKEHMSI, @ TaKKe TMPU OTKPLITHH ero 3aMKCHPOBaTh aHAJIOTHUHBIM CTIOCOOOM TEKCT,
KOTOPBIA OHO COZI@PIKMT.

3. UCK/IIOUUTh ~ KONMpOBaHWe TeKcTa coobujeHMss 06 akre TeppopusMa
(cxkpuHILIOTEI/(hOTOM300paXKeHNs) HeHa/|j1eXallero KauecTBa, 00y CIOBIEHHOTO
HeOpeXXHbIM KOTlMpoBaHWeM, (oTorpadrpoBaHieM TEKCTOB.

4. TIpu HeBO3MOXHOCTH (UKcanuu coobijeHuii 06 akre TeppopusMa B BHJE
CKPUHILIOTOB/hOTOM300paXkeHHiA OCYIL[eCTBUTh HMX (PUKCaLMI0 TOCPeACTBOM (PyHKIMiA
KOTTMPOBaHWA ¥ BCTaBKW B JOKyMeHT Word (c coxpaHeHHeM YKa3aHHOM WH(OpMaLy
06 obbekTe).

5. O nocrynuBLIeM coobieHrd 06 akTe TeppopU3Ma He3aMeaJTUTe/IbHO COOOLUTE
IO eJHHOMY HOMEpY BbI30Ba 9KCTPEHHBIX OMEPaTHBHEIX CIYKO «112» nmubo B OimvKalimii
OpraH BHYTPEHHHUX JieJl.

MB/] Poccuu




